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Kurumsal Network  

               ePO Yönetim                    
Sunucusu  

Merkezi olarak policy 
yönetimi, izlenmesi, 
raporlanmas�. 

                  Host DL P ve                       
� ifreleme :  Risk 
olu� turabilecek kullan�c� 
davran�� lar�n� engeller. 
Çal�nmalara kar� � diski, tüm 
dosya ve klasörlerle birlikte 
� ifreler. 

           Mobil kullan�c�lar               
için � ifreleme: Hassas 
verileri tutmak için 
� ifrelenmi�  korumal� alan 
olu� turur. Verilerin 
bütünlü� ünü ve gizlili� ini 
korur. 

               DLP Appliance  

Ç�kan SNMP, HTTP gibi 
trafikler kontrol edilir. Harici 
medyalarla etkile� im kontrol 
edilir. 

ePO Yönetim 
Konsolu 

Mobil Lap Top 

Host DLP 
bulunan PC 

DLP Appliance 
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Bölge 
Bürosu 

Bölge 
Bürosu 

Bölge 
Bürosu 

Merkez 
Ofis 

Disaster Recovery sahas� 

� ifreleme Uygulamas� 

� ifrelenmi �  
Ham Loglar 

NAS/SAN 
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Özellik Fayda 

Merkezi komut ve kontrol sistemi Log yönetimi, güvenlik bilgi ve olay yönetimi (SIEM), ve a�  davran�� � anajiz sistemi tek bir 
konsoldan yönetilebilir. Bu sayede güvenlik yönetimi maliyeleri dü� er ve IT verimlili� i artar. 

A� , güvenlik, uygulama, ve kimlik 
gibi unsurlar� takip etme. 

A�  ve güvenlik olaylar�n�n, uygulamalar�n i � ledi� i datalar�n ve tüm kimlik bilgilerinin merkezi 
olarak yönetimi sayesinde IT güvenlik vizyonunu yakalama yetene� ini art�r�r. 

Geli� mi�  tehlike ve güvenlik aç�� � 
tespiti.  

STRM Serisinin e� siz "offense management” özelli� i sayesinde, di� er güvenlik unsurlar�n�n 
kaç�rd�� � tehlikeler tespit edilir. 

Yasalara uygun raporlama özelli� i 5651 say�l� kanun ve TK  yönetmeli� i gereklerine uygun raporlama yapar.  

Ölçeklenebilir log toplama ve 
ar� ivleme 

STRM Serisi mimarisi, tüm enterprise networklerde  loglar� ve olaylar� ölçeklendirir. Çok 
büyük ve da� �n�k a� larda bile  çal�� t�r�labilir. 

�
�
#�#���A,3>0 =��)=��1�)
%��%�2�
���%�
���

STRM500 

 Hard Drives: 2 x 500 GB RAID 1  

 Memory: 8 GB  

 Maximum Events per Second: 500  

 Maximum Flows per Minute: 15, 000 

 

STRM2500 

 Hard Drives: 6 x 250 GB RAID 5  

 Memory: 8 GB  

 Maximum Events per Second: 2500  

 Maximum Flows per Minute: 100, 000 

  

STRM5000 

 Hard Drives: 6 x 500 GB RAID 10  

 Memory: 8 GB  

 Maximum Events per Second: 10,000  

 Maximum Flows per Minute: 400, 000 
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Sidewinder UTM ailesinin modelleri : 210, 410, 510, 1100, 2100, 2150, 4150 dir 
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+�$���21������������ #���� � �� 802.11b/g Wireless LAN deste� i 
vard�r ve iki adet USB portu sayesinde depolama cihazlar� ve 
printer lar ba� lanabilir.�
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Desktoplar ve kritik server lar için bir PCI kart� içine yerle� tirilmi�  
olan firewall/ VPN/IDS/IPS çözüm paketidir.  

Üzerinde bir RISC i� lemcisi ve iki ethernet arayüzü 
bulunmaktad�r.�
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NETASQ �U30�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 200 
. IPSec VPN throughput (AES): 80 
. 10/100/1000 interfaces: - 
. 10/100 interfaces: 2 
. Simultaneous connections: 50,000 
. New sessions/second: 4,000 

Network - Specification  
. 802.1Q VLANs: 32 
. IPSec VPN tunnels: 50 
. SSL VPN tunnels: - 
. Max. no. of filter rules: 1,000 
. Simultaneous PPTP clients: 48 
. Redundant WAN link: 4 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk  

 

NETASQ �U70�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 600 
. IPSec VPN throughput (AES): 120 
. 10/100/1000 interfaces: 6 
. 10/100 interfaces: - 
. Simultaneous connections: 100,000 
. New sessions/second: 6,000 

Network - Specification  
. 802.1Q VLANs: 32 
. IPSec VPN tunnels: 100 
. SSL VPN tunnels: 50 
. Max. no. of filter rules: 2,000 
. Simultaneous PPTP clients: 48 
. Redundant WAN link: 4 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 

NETASQ �U120�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 700 
. IPSec VPN throughput (AES): 160 
. 10/100/1000 interfaces: 6 
. 10/100 interfaces: - 
. Simultaneous connections: 200,000 
. New sessions/second: 6,500 

Network - Specification  
. 802.1Q VLANs: 128 
. IPSec VPN tunnels: 500 
. SSL VPN tunnels: 256 
. Max. no. of filter rules: 8,000 
. Simultaneous PPTP clients: 96 
. Redundant WAN link: 8 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 

NETASQ �U250�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 850 
. IPSec VPN throughput (AES): 190 
. 10/100/1000 interfaces: 6 
. 10/100 interfaces: - 
. Simultaneous connections: 400,000 
. New sessions/second: 8,500 

Network - Specification  
. 802.1Q VLANs: 128 
. IPSec VPN tunnels: 1,000 
. SSL VPN tunnels: 512 
. Max. no. of filter rules: 8,000 
. Simultaneous PPTP clients: 96 
. Redundant WAN link: 8 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 

NETASQ �U450�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 1,000 
. IPSec VPN throughput (AES): 225 
. 10/100/1000 interfaces: 15 
. 10/100 interfaces: - 
. Simultaneous connections: 600,000 
. New sessions/second: 10,500 

Network - Specification  
. 802.1Q VLANs: 128 
. IPSec VPN tunnels: 1,000 
. SSL VPN tunnels: 512 
. Max. no. of filter rules: 8,000 
. Simultaneous PPTP clients: 96 
. Redundant WAN link: 8 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 



�

����������	
������������
������
��
�
�

�

NETASQ �U1100�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 2,800 
. IPSec VPN throughput (AES): 450 
. 10/100/1000 interfaces: 8 
. 10/100 interfaces: - 
. Simultaneous connections: 800,000 
. New sessions/second: 20,000 

Network - Specification  
. 802.1Q VLANs: 256 
. IPSec VPN tunnels: 4,000 
. SSL VPN tunnels: 1,024 
. Max. no. of filter rules: 16,000 
. Simultaneous PPTP clients: 192 
. Redundant WAN link: 12 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 

NETASQ �U1500�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 3,800 
. IPSec VPN throughput (AES): 600 
. 10/100/1000 interfaces: 10 
. 10/100 interfaces: - 
. Simultaneous connections: 1,200,000 
. New sessions/second: 25,000 

Network - Specification  
. 802.1Q VLANs: 256 
. IPSec VPN tunnels: 6,000 
. SSL VPN tunnels: 1,024 
. Max. no. of filter rules: 16,000 
. Simultaneous PPTP clients: 192 
. Redundant WAN link: 12 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 

 

NETASQ �U6000�
Çok Fonksiyonlu Firewall . IPS . UTM 

Performance  
. Firewall throughput+IPS (Mbps): 5,000 
. IPSec VPN throughput (AES): 800 
. 10/100/1000 interfaces: 6-24 
. 10/100 interfaces: - 
. Simultaneous connections: 2,500,000 
. New sessions/second: 40,000 

Network - Specification  
. 802.1Q VLANs: 512 
. IPSec VPN tunnels: 10,000 
. SSL VPN tunnels: 2,048 
. Max. no. of filter rules: 32,000 
. Simultaneous PPTP clients: 192 
. Redundant WAN link: 12 
. Policy-Based Routing: Yes 

Firewall - Intrusion prevention  
. ASQ intrusion prevention engine: Yes 
. Protocol detection and analysis: Yes 
. Protection contextual signatures: Yes 
. VoIP protection: Yes 
. Risk management - SEISMO: Optional 
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S�STEM PERFORMANSI 
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IPS-Firewall performans� 

 

65 
Mbps 

 

100 
Mbps 

 

115 
Mbps 

 

200 
Mbps 

 

450 
Mbps 

 

810 
Mbps 

 

1,6 
Gbps 

 

2 
Gbps 

 

3 
Gbps 

VPN AES Performans� 
14 

Mbps 
16 

Mbps 
16 

Mbps 
33 

Mbps 
150 

Mbits/s 
180 

Mbps 
210 

Mbps 
263 

Mbps 
332 

Mbps 

Max. ba� lant� say�s� 5 000 15 000 15 000 65 000  200 000 400 000 600 000 800 000 
1 500 
000 

Max. VPN IPSEC tünel say�s� 50 100 100 1 000  1 000 3 750 3 750 3 750 15 000 

Max. VPN SSL client say�s�   5 256 256 512 512 512 1 024 

Max. filtre kural� say�s� 512 512 512 4 096 4 096 16 384 16 384 16 384 16 384 

   

 

DONANIM SPEKTLER �  
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Route edilebilen interface max. say�s� 
 

2 
 

3 
 

4 
 

4 
 

6 
 

8 
 

10 
 

24 
 

24 

Gigabit interfacelerin max. say�s�     2 8 10 24 24 

Depolama Kapasitesi - - - 
40 Go  
HDD 

70 Go 
HDD 

70 Go 
HDD 

74 Go 
SATA 

73 Go 
RAID 

140 Go 
RAID 

Hot-swap RAID deste� i          

Yedek Güç Kayna� �          

SSL H�zland�rma kart� deste� i          

 

 

VPN 
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IPSec VPN gateway-gateway 
 

 
 

 
 

 
 

   
 

 
 

 
 

 

IPSec VPN client-gateway          

IPSec VPN NAT-Traversal          
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IPSEC VPN Keep-alive          

IPSec VPN Dead Peer Detection          

IPSec VPN Hub & Spoke          

AES, 3DES, DES, Blowfish ve CAST 128          

SSL VPN          

Desteklenen PPTP client say�s� 16 16 16 32 32 64 64 64 64 

 

 

AUTHENTICATION 
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Embedded CA & CRL PKI 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

Dahili ya da harici authentication          

Single-sign-On deste� i          

Harici PKI deste� i          

 

 

ANTI-VIRUS 
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Embedded Anti-virus 
 

 
 

 
 

 
 

 
 

  
 

 
 

 
 

 

Antivirus Kaspersky Option Option Option Option Option Option Option Option Option 

HTTP, SMTP, POP3 support          

Otomatik signature güncelleme          

 

 

�ÇER�K F�LTRELEME 
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Statik native ya da geli� mi�  URL filtrreleme 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

Otomatik URL updateleri          

ICAP uygunlu� u (HTTP - Respmode & reqmode)          

HTTP, SMTP, POP3 Proxyleri          

�çerik imzas� (P2P, IM, multimedia trafik...)          

 



�

����������	
������������
������
��
�
�

�

ANTI-SPAM 
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Otomatik updatelerle DNS (RBL)leri kara listeleme 
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