GYM Bilgi ve Iletisim Hizmetleri

Bilgi Giivenligi Uriinleri
Katalogu

www.gym-tech.net 0212 320 4030



Giris

GYM Teknoloji'nin Security, yani Bilgi Guvenligi Griinleri Ug sinifa ayrilmaktadir;

1. Bilgi Sizdirmayi Engelleme Sistemi :

DLP (Data Loss Prevention) diye adlandirilan bu sistemle, gizli ve dnemli bilgilerin sirket disina
cikariimasi engellenir. Yazacaginiz kurallarla, istediginiz her tiirlii engellemeyi yapabilirsiniz. Ornegin belli
dosyalarin tasinabilir belleklere kopyalanmasini kisitlayabilir, hatta sadece istediginiz 6zellikteki veya
markadaki belleklere kopyalanabilmesini saplayabilirsiniz. Dederli verilerin, gesitli uygulamalarla (e-mail,
P2P, ftp) veya LAN badlantilariyla transfer edilmesini de sinirlandirabilirsiniz. Ayni sekilde print almayi,
CD’ye yazdirmayi, kopyala-yapistir yapmayi, vb. birgok islemi engelleyebilirsiniz. Finans, tip, sigortacilik
gibi bircok sektorde ihtiyac duyulan bu islev sayesinde, artik sirket kaynaklari / dederleri (6rnegin
mdisteri veritabani) sirket icinde kalacak, calinamayacak.

DLP ile koruma altina aldi§iniz kaynaklar {izerinde yapilan tiim islemler monitor edilebilir.

Basel II gibi olusumlarin da 6n sart olarak istedigi bir sistemdir.

2. Loglarin Giivenli Saklanmasi :

5651 sayili kanun ve TK yonetmelidi geredi sistem loglarinin elektronik zaman damgasiyla imzalanarak
saklanmasi zorunludur. Ustelik bu loglar edit edilemez ortamlarda tutulmalidir. Sistem loglarindan kasit,
sistemde yapilan tiim aktivitelerdir (Génderilen e-mailler, veritabanina yapilan erisimler,vb.). Bunlar
ileride delil olarak basvurulmak lizere, en az bir yil, dedistirilemez sekilde muhafaza edilmelidir.

3. icve Dis Tehlikelerden Korunma (UTM = Unified Threat Management)

UTM, security pazarindaki firewall uygulamalarinda yikselen bir trenddir. Geleneksel firewall ‘un, sadece
saldirilara (intrusion) karsi koruma saglamakla kalmayan, bunun yaninda igerik ve spam filtreleme
yapan (content / spam filtering) ve de antiviris islevi géren bir sisteme donlistimuduir.

Onceleri IT birimleri, mevcut firewalllarina ilaveten antiviriis gatewayleri satin alirlardi. Bunun {izerine
bir de igerik filtreleme ve spam engelleme sistemleri aldilar. Sonunda sistem odalarinda bir yigin cihaz
karmasasi olustu. Glinimuzde, tim bu iglevleri ve daha fazlasini UTM denen tek bir platformla
yapabilmekteyiz.
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1. DLP — Data Loss Prevention

Kurumlar her tarafta dolasan verilerini koruma careleri
aramaktadirlar. Bu veriler harici hirsizlardan ¢ok bizzat kendi
calisanlari tarafindan, bilerek ya da bilmeyerek, disariya gikarilir. Bu
da maddi kayiplar yaninda reputasyon ve is kaybina sebep
olmaktadir.

Aﬂc Afee® DLP igleyis prensibi:

e Sirketin sahip oldugu veriler siniflandirilir, muhtemel sizma yollari
ve sizmayi engellemek icin policy’ler belirlenir. Ornegin belli
dosyalar bir yonetici onayl olmadan e-mail olarak yollanamaz.

o Belirlenen tedbirler kural olarak yazlir.

e Bu kurallar dahilindeki tiim aktiviteler monitor edilir.

1.1 DLP Mimarisi
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Gikan SNMP, HTTP gibi

olusturabilecek kullanici
davraniglarini engeller.
Calinmalara karsi diski, tim

sifrelenmis korumali alan
olusturur. Verilerin
butlnligunl ve gizliligini
korur.

trafikler kontrol edilir. Harici
medyalarla etkilesim kontrol
edilir.

Merkezi olarak policy

y6netimi, izlenmesi, dosya ve klasérlerle birlikte
raporlanmasi. sifreler.
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1.2 Teknik Ozellikleri

1

Network DLP Appliance 1650 Network DLP Appliance 3650
Veri Depolama Kapasitesi 500GB 6TB
Drive Bay Sayisi 4 16
Disk Kapasitesi 500GB 500GB
Disk Teknolojisi SATA 2 SATA 2
RAID RAID-1 RAID-1 ve RAID-5
Sistem Hafizasi 16Gb 16GB
Network interface 10/100/1000T 2 Adet 10/100/1000T 2 Adet
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2.1 Log Saklama Sistemi - loglogic

e Veri Toplama

Log tutabilen her cihazdan siirekli olarak loglari alir

Y A TR T LTV

............

ol | e Analiz

Gergek zamanli ya da eski, bilinen ya da bilinmeyen tim
loglari indexler ve analiz eder

¢ Kullanim Kolayhgi
Web tabanl olarak uzaktan ydnetilebilir.
e Saklama

Ham ve islenmis tiim log datalari edit edilemeyecek bir
sekilde depolar. Bu veriler kanuni acidan delil kabul edilir.

Bolge - Bolge
Blirosu Blirosu

Sifrelenmis

Merkez P= Ham Loilar

Sifreleme Uygulamasi

o
o
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2.1.2 Teknik Ozellikleri

Mesaj Saklama Hizi (Sn)
Sikistirma Orani

Ham Depolama Kapasitesi
Ham Depolama Omrii

CPU
Maksimum Glig Tik.

Ethernet

LX510

500
12:1
250GB
90 giin
(Metalog)
Tek islemci
200W

1x10/100
1x10/100/1000

LX1010

1500
12:1
250GB
90 giin
(Metalog)
Tek islemci
200W

1x10/100
1x10/100/1000

LX2010

4000
12:1
2TB (RAID 10)
90 giin
(Metalog)
Cift islemci
500w

1x10/100
2x10/100/1000

ST2010

75000
12:1
500GB (RAID 1)

Sonsuz (SAN/NAS
Destegi
Cift islemci
500W

1x10/100
4x10/100/1000

ST3010

75000
12:1
4TB (RAID 5)

Sonsuz (SAN/NAS
Destegi
Cift islemci
500w

1x10/100
4x10/100/1000
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2.2 Log Saklama Sistemi — JUNIPER STRM

per

Ozellik
Merkezi komut ve kontrol sistemi
Ag, guvenlik, uygulama, ve kimlik
gibi unsurlari takip etme.

Gelismis tehlike ve givenlik agig
tespiti.

Yasalara uygun raporlama 6zelligi

Olgeklenebilir log toplama ve
arsivieme

Fayda

Log yénetimi, glivenlik bilgi ve olay yonetimi (SIEM), ve ag davranigi anajiz sistemi tek bir
konsoldan yénetilebilir. Bu sayede glivenlik yénetimi maliyeleri diser ve IT verimliligi artar.

Ag ve glivenlik olaylarinin, uygulamalarin isledigi datalarin ve tim kimlik bilgilerinin merkezi
olarak y6énetimi sayesinde IT glivenlik vizyonunu yakalama yetenegini artirir.

STRM Serisinin essiz "offense management” 6zelligi sayesinde, diger givenlik unsurlarinin

kacirdigi tehlikeler tespit edilir.

5651 sayili kanun ve TK ydnetmeligi gereklerine uygun raporlama yapar.

STRM Serisi mimarisi, tim enterprise networklerde loglari ve olaylari élgeklendirir. Gok

buylk ve daginik aglarda bile c¢alistirilabilir.

P

STRM500

]

STRM2500

]

STRM5000

2.2.1 JUNIPER STRM — Teknik Ozellikleri

Hard Drives: 2 x 500 GB RAID 1
Memory: 8 GB
Maximum Events per Second: 500

Maximum Flows per Minute: 15, 000

Hard Drives: 6 x 250 GB RAID 5
Memory: 8 GB
Maximum Events per Second: 2500

Maximum Flows per Minute: 100, 000

Hard Drives: 6 x 500 GB RAID 10
Memory: 8 GB
Maximum Events per Second: 10,000

Maximum Flows per Minute: 400, 000
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3. UTM - Unified Threat Management

3 >
Secure

NETASQ

we secure |IT

UTM konusunda, McAfee'nin satin aldigi Secure Computing,
Netasq ve Juniper Networks Urinleri ile glvenlik
pazarindayiz.

Sidewinder UTM

Sidewinder UTM ailesinin modelleri : 210, 410, 510, 1100, 2100, 2150, 4150 dir

Tek bir platformda tiim security fonksiyonlari

o Firewall

» Intrusion Prevention (IPS)
o Anti-virus ve anti-spyware
e Anti-spam ve anti-fraud

« URL filtreleme

o SSL Decryption

SnapGear SG300

Daha ¢ok kiiclk isletmelerin aglarini ve disaridaki kullanicilarini
a koruma amagli, kompak ve zengin &zellikli bir uygulamadir.

LAN tarafinda 4 port 10/100 ethernet switch, WAN tarafinda ise 1
eth ve genisband olarak ADSL,SHDSL yaninda darband ISDN
mevcuttur. ISDN, genisband hatti yedekleme amach kullanilabilir.

SnapGear SG560

Daha yiiksek performansa ihtiyac duyan daha biyiik ofislerde
kullanilir. Daha yiiksek VPN performansi icin hardware encryption
acceleration yapar.
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Diger 6zelliklere ilave olarak 802.11b/g Wireless LAN destegi
vardir ve iki adet USB portu sayesinde depolama cihazlari ve
printer lar baglanabilir.

Bes farkl security zone destekler. Link failover ve internet load
balancing yapabilir. Dahili olarak web proxy cache igerir.

Desktoplar ve kritik server lar igin bir PCI karti igine yerlestiriimis
olan firewall/ VPN/IDS/IPS ¢6ziim paketidir.

Uzerinde bir RISC islemcisi ve iki ethernet aray(izii
bulunmaktadir.

SnapGear SG640
L ' Cok genis isletmeler icin dislinilmis, multi-megabit throughput,
enterprise sinifi bir firewall ¢6zimuddr.
SnapGear SG720
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3.2 NETASQ — Uriinlerimiz

NETASQ, uygulamalarinda UTM konseptinden esinlenerek, tim security fonksiyonlarini, her dlcekteki
miisterilerinin ihtiyaglari dogrultusunda bir araya getirerek entegre Griinler gikarmistir.

= Real-time intrusion prevention
Network and application firewall

= SSL VPN
» IPSEC VPN

» Advanced content filtering

= PKI

= Integrated anti-virus
= Anti-spam

= Anti-spyware

» URL filtering

= SSO (Single sign-on) Authentication
» Bandwidth management

NETASQU30

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 200
. IPSec VPN throughput (AES): 80

. 10/100/1000 interfaces: -

.10/100 interfaces: 2

. Simultaneous connections: 50,000

. New sessions/second: 4,000

Network - Specification
.802.1Q VLANSs: 32

. IPSec VPN tunnels: 50

. SSL VPN tunnels: -

. Max. no. of filter rules: 1,000

. Simultaneous PPTP clients: 48
. Redundant WAN link: 4

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes
. VoIP protection: Yes

. Risk

NETASQU70

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 600
. IPSec VPN throughput (AES): 120
.10/100/1000 interfaces: 6

. 10/100 interfaces: -

. Simultaneous connections: 100,000
. New sessions/second: 6,000

Network - Specification
.802.1Q VLANs: 32

. IPSec VPN tunnels: 100

. SSL VPN tunnels: 50

. Max. no. of filter rules: 2,000

. Simultaneous PPTP clients: 48
. Redundant WAN link: 4

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VolP protection: Yes

. Risk management - SEISMO: Optional

NETASQU120

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 700
. IPSec VPN throughput (AES): 160

. 10/100/1000 interfaces: 6

.10/100 interfaces: -

. Simultaneous connections: 200,000
. New sessions/second: 6,500

Network - Specification
.802.1Q VLANSs: 128

. IPSec VPN tunnels: 500

. SSL VPN tunnels: 256

. Max. no. of filter rules: 8,000

. Simultaneous PPTP clients: 96
. Redundant WAN link: 8

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VoIP protection: Yes

. Risk management - SEISMO: Optional

NETASQU250

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 850
. IPSec VPN throughput (AES): 190
.10/100/1000 interfaces: 6

. 10/100 interfaces: -

. Simultaneous connections: 400,000
. New sessions/second: 8,500

Network - Specification
.802.1Q VLANs: 128

. IPSec VPN tunnels: 1,000

. SSL VPN tunnels: 512

. Max. no. of filter rules: 8,000

. Simultaneous PPTP clients: 96
. Redundant WAN link: 8

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VoIP protection: Yes

. Risk management - SEISMO: Optional

NETASQU450

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 1,000
. IPSec VPN throughput (AES): 225
.10/100/1000 interfaces: 15

. 10/100 interfaces: -

. Simultaneous connections: 600,000

. New sessions/second: 10,500

Network - Specification
.802.1Q VLANSs: 128

. IPSec VPN tunnels: 1,000

. SSL VPN tunnels: 512

. Max. no. of filter rules: 8,000

. Simultaneous PPTP clients: 96
. Redundant WAN link: 8

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VolP protection: Yes

. Risk management - SEISMO: Optional
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NETASQU1100

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 2,800
. IPSec VPN throughput (AES): 450
.10/100/1000 interfaces: 8

. 10/100 interfaces: -

. Simultaneous connections: 800,000

. New sessions/second: 20,000

Network - Specification
.802.1Q VLANs: 256

. IPSec VPN tunnels: 4,000

. SSL VPN tunnels: 1,024

. Max. no. of filter rules: 16,000

. Simultaneous PPTP clients: 192
. Redundant WAN link: 12

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VolP protection: Yes

. Risk management - SEISMO: Optional

NETASQU1500

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 3,800
. IPSec VPN throughput (AES): 600

. 10/100/1000 interfaces: 10

. 10/100 interfaces: -

. Simultaneous connections: 1,200,000
. New sessions/second: 25,000

Network - Specification
.802.1Q VLANs: 256

. IPSec VPN tunnels: 6,000

. SSL VPN tunnels: 1,024

. Max. no. of filter rules: 16,000

. Simultaneous PPTP clients: 192
. Redundant WAN link: 12

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VolIP protection: Yes

. Risk management - SEISMO: Optional

NETASQ U6000

Gok Fonksiyonlu Firewall . IPS . UTM

Performance

. Firewall throughput+IPS (Mbps): 5,000
. IPSec VPN throughput (AES): 800
.10/100/1000 interfaces: 6-24

. 10/100 interfaces: -

. Simultaneous connections: 2,500,000
. New sessions/second: 40,000

Network - Specification
.802.1Q VLANSs: 512

. IPSec VPN tunnels: 10,000

. SSL VPN tunnels: 2,048

. Max. no. of filter rules: 32,000

. Simultaneous PPTP clients: 192
. Redundant WAN link: 12

. Policy-Based Routing: Yes

Firewall - Intrusion prevention

. ASQ intrusion prevention engine: Yes
. Protocol detection and analysis: Yes

. Protection contextual signatures: Yes

. VoIP protection: Yes

. Risk management - SEISMO: Optional
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3.2.2 NETASQ — F Serisi

F25 F50 F60 F200 F500 F800 F1200 F2500 F5500

IPS-Firewall performansi 65 100 115 200 450 810 1,6 2 3
P Mbps Mbps Mbps Mbps Mbps Mbps Gbps Gbps Gbps
14 16 16 33 150 180 210 263 332

VENAESIRerformansl Sy, S ipns Mbps| Mops Mbis/s Mbps. Mbps Mbps MBps

Max. baglanti sayisi 5 000 15000 15000 65000 200000 400000 600000 800000 10?)%0

Max. VPN IPSEC tiinel sayisi 50 100 100 1000 1000 3750 3750 3750 15 000

Max. VPN SSL client sayisi b4 b4 5 256 256 512 512 512 1024

Max. filtre kurali sayisi 512 512 512 4 096 4 096 16384 16384 16384 16384

F25 F50 F60 F200 F500 F800 F1200 F2500 F5500
Route edilebilen interface max. sayisi 2 3 4 4 6 8 10 24 24
Gigabit interfacelerin max. sayisi X X X X 2 8 10 24 24

40Go 70 Go 70 Go 74 Go 73Go 140 Go

Depolama Kapasitesi - . ) HDD  HDD  HDD  SATA RAID  RADD

Hot-swap RAID destegi X X X X X X 4 W W

Yedek Gig Kaynagi X X X X X X 4 W W

SSL Hizlandirma karti destegi X X X X X X 4 W W
F25 F50 F60 F200 F500 F800 F1200 F2500 F5500

IPSec VPN gateway-gateway W W W W W W W W W

IPSec VPN client-gateway W W W W v W W W W

IPSec VPN NAT-Traversal v v v v v v W v v
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IPSEC VPN Keep-alive

IPSec VPN Dead Peer Detection

IPSec VPN Hub & Spoke

AES, 3DES, DES, Blowfish ve CAST 128
SSL VPN

Desteklenen PPTP client sayisi

Embedded CA & CRL PKI
Dahili ya da harici authentication
Single-sign-On destegi

Harici PKI destegi

Embedded Anti-virus
Antivirus Kaspersky
HTTP, SMTP, POP3 support

Otomatik signature giincelleme

Statik native ya da gelismis URL filtrreleme
Otomatik URL updateleri

ICAP uygunlugu (HTTP - Respmode & reqmode)
HTTP, SMTP, POP3 Proxyleri

ierik imzasi (P2P, IM, multimedia trafik...)

16

F25

F25

Option

F25

W

F50

F50

Option

F50

F60

F60

Option

F60

32 32 64

F200 F500 F800

F200 F500 F800

Option  Option  Option

F200 F500 F800

64

F1200

F1200

Option

F1200

64

F2500

F2500

Option

F2500

64

F5500

F5500

Option

F5500
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Otomatik updatelerle DNS (RBL)leri kara listeleme

F25

F50

F60

F200 F500 F800

F1200

F2500

F5500

Sorulariniz ve talepleriniz igin sait.yildiz@gym-tech.net
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